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Be cyber secure: vishing

\A Cyber criminals use phone calls, called “vishing” or voice phishing, to steal information and

money. You can protect yourself against the latest tactics.

9 Vishing can take many forms. Here are some common types to look out for:

+ A demand for payment from a caller pretending to + Solving a problem with one of your accounts.
work for a government agency, such as the IRS or FBI. Cyber criminals will say that suspicious activity has

. . occurred or that a refund is due to your account.
+ Technical support scams where you may receive

unsolicited calls or voicemails, which ask you to call + Enrollment scams where the cyber criminal poses as

a fake customer service support number posing as a
legitimate company.

a representative of a government program, such as the
Social Security Administration or Medicare.

+ Collecting an award or special offer where the cyber
criminal requests personal or payment information.

9 Protect yourself from vishing or avoid taking action that could be costly:

+ Be careful about what you post about yourself online, - Don’t give any caller personal or company

including personally identifiable information such as information. Even if the criminal already has

your address or cell phone number. personal information. Criminals can find personal

, information online or on the dark web.
- Don’'t answer calls from unknown numbers.

« Verify any unsolicited phone call or voicemail. If you EE P B BN O e (143 Gy

. . businesses, will never ask you for account or CashPro®
want more information, try to contact the person or

N . . details unless you call us first.
organization through a verified website or alternate y

phone number. - If you have been targeted, report the incident

. to local law enforcement immediately and contact
+ Do not trust caller ID numbers. Criminals can spoof y

legitimate numbers of established companies. your bank.

It’s never too early to become cyber aware. Visit www.business.bofa.com/managingfraudrisk to learn how to help
protect yourself and those closest to you.
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IMPORTANT INFORMATION

Neither Bank of America nor its affiliates provide information security or information technology (IT) consulting services. This material
is provided “as is,“ with no guarantee of completeness, accuracy, timeliness or of the results obtained from the use of this material,
and without warranty of any kind, express or implied, including, but not limited to warranties of performance, quality and fitness for a
particular purpose. This material should be regarded as general information on information security and IT considerations and is not
intended to provide specific information security or IT advice nor is it any substitute for your own independent investigations. If you have
questions regarding your particular IT system or information security concerns, please contact your IT or information security advisor.

“Bank of America” and “BofA Securities” are the marketing names used by the Global Banking and Global Markets divisions of Bank of
America Corporation. Lending, other commercial banking activities, and trading in certain financial instruments are performed globally
by banking affiliates of Bank of America Corporation, including Bank of America, N.A., Member FDIC. Trading in securities and financial
instruments, and strategic advisory, and other investment banking activities, are performed globally by investment banking affiliates of
Bank of America Corporation (“Investment Banking Affiliates”), including, in the United States, BofA Securities, Inc. and Merrill Lynch
Professional Clearing Corp., both of which are registered broker-dealers and Members of SIPC, and, in other jurisdictions, by locally
registered entities. BofA Securities, Inc. and Merrill Lynch Professional Clearing Corp. are registered as futures commission merchants
with the CFTC are members of the NFA.

Investment products offered by Investment Banking Affiliates:

Are Not FDIC Insured Are Not Bank Guaranteed May Lose Value
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